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Abstract— Cloud computing is a computing concepts, which enables when required and low maintenance usage of resources, 

but the data is shares to some cloud servers and various privacy related concerns emerge from it. Various schemes like based 

on the attribute based encryption have been developed to secure the cloud storage. Most work looking at the data privacy and 

the access control, while less attention is given to the privilege control and the privacy. In this paper, we present a privilege con-

trol scheme Anonymity Control to address and the user identity privacy in existing access control. Anonymity Control decentral-

izes the central authority to limit the identity leakage and thus achieves partial anonymity.It also generates the file access control 

to the privilege control, by which privileges of all operations on the cloud data can be managed in a proper manner. We present 

the Anonymity Control-F, which prevents the identity and achieve the anonymity. Our security analysis shows that both Anonymi-

ty Control and Anonymity Control-F are secure under the Diffie–Hellman assumption and our performance evaluation exhibits 

the feasibility of our schemes 
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——————————      —————————— 

 1 INTRODUCTION 

Computing is being transformed to a model consisting of ser-
vices that are commoditized and delivered in a manner similar 
to utilities such as water, electricity, gas, and telephony. In 
such a model, users access services based on their require-
ments regardless of where the services are hosted. Several 
computing paradigms have promised to deliver this utility 
computing vision. Cloud computing is a radical computing 
paradigm, that enables on-demand, and low-cost usage of 
computing resources, but the data is outsourced to some cloud 
servers, and various privacy concerns emerge from it. A ser-
vice offering computation resources is frequently referred to 
as Infrastructure as a Service (IaaS) and the applications as 
Software as a Service (SaaS)[1]. An environment used for con-
struction, deployment, and management of applications is 
called PaaS (Platform as a Service). 

 

 
 
 
 
 
 
 

Fig.1: A bird’s eye view of Cloud computing 
Cloud computing delivers infrastructure, platform, and soft-
ware (application) as services, which are made available as 
subscription-oriented services in a pay-as-you-go model to 
consumers. The price that CSPs (Cloud Service Providers) 
charge depends on the quality of service (QoS) expectations of 
CSCs (Cloud Service Consumers).Cloud computing fosters 
elasticity and seamless scalability of IT resources that are of-

fered to end users as a service through the Internet. Cloud 
computing can help enterprises improve the creation and de-
livery of IT solutions by providing them with access to ser-
vices in a cost-effective and flexible manner [2].  
Clouds can be classified into three categories, depending on 
their accessibility restrictions and the deployment 
Model. They are: 

• Public Cloud, 
• Private Cloud, and 
• Hybrid Cloud. 

A public Cloud is made available in a pay-as-you-go manner 
to the general public users irrespective of their origin or affilia-
tion. A private Cloud’s usage is restricted to members, em-
ployees, and trusted partners of the organization. A hybrid 
Cloud enables the use of private and public Cloud in a seam-
less manner. Cloud computing applications span many do-
mains, including business, technology, government, health 
care, smart grids, intelligent transportation networks, life sci-
ences, disaster management, automation, data analytics, and 
consumer and social networks. Various models for the crea-
tion, deployment, and delivery of these applications as Cloud 
services have emerged. Access controls give organization the 
ability to control, restrict, monitor and protect resource availa-
bility, integrity and confidentiality. Observing all these obliga-
tory things, various access control models have been projected. 
The disadvantage of those access control models is that, the 
data owners and service providers are not existing in the same 
trusted domain in cloud computing. Afterwards, a new access 
control system was projected by Yu called as Key-Policy At-
tribute-Based Encryption (KP-ABE) to enforce fine-grained 
access control. Due to absence of scalability and flexibility in 
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attribute management, it failed. Cipher text-Policy ABE (CP-
ABE) plays a crucial part to impose access control of encrypted 
data [1]. AnonyControl and AnonyControl-F to allow cloud 
servers to control users’ access privileges without perceptive 
of their identity information. Their main merits are: 1) the pro-
jected systems are able to protect user’s privacy in contradic-
tion of each only authority. Partial information is unveiled in 
AnonyControl and no information is revealed in AnonyCon-
trol-F. 2) The projected systems are tolerant against authority 
compromise, and compromising of up to (N −2) authorities 
does not bring the whole system down. 3) We provide detailed 
analysis on security and performance to show possibility of 
the system AnonyControl and AnonyControl-F. 4) We firstly 
contrivance the real toolkit of a multi authority based encryp-
tion system AnonyControl and AnonyControl-F.  
 
2 RELATED WORK  
 
In this section, we discuss all the different access control sys-
tems which provide a facility like availing of data to the user 
even during the fault occurrence situation in the cloud. To at-
tain flexibility and fine-grained access control, many access 
control systems have been projected. The main drawback of 
these systems is they are applicable to the system in which the 
data owners and the service providers present within the same 
trusted domain. Later, to overcome this drawback, a new sys-
tem called as Attribute-Based Encryption [ABE] projected by 
Yu [7]. Expressibility lacking is the main drawback of ABE 
system. ABE systems are classified in to Key- Policy Attribute-
Based Encryption [KP-ABE] and Cipher text-Policy Attribute 
Based Encryption [CP-ABE] based on the association of attrib-
utes and access policy with cipher texts and user decryption 
keys. The main problem with KP-ABE system is, here the en-
crypt or is only able to choose descriptive attribute for the data 
and has no choice other than to trust the key issuer. The draw-
back with CP-ABE system is, the users here can only use all 
possible combination of attributes that are organized logically 
as single set. This results in lacking of flexibility and fine-
grained access. To overcome all these drawbacks and to 
achieve scalability, flexibility and fine grained access control; 
Zhinguo has projected a Hierarchical Attribute-Set-Based En-
cryption [HASBE] system [1]. In [5] and [6], a multi-authority 
system is presented in which each user has an ID and they can 
interact with each key generator (authority) using different 
pseudonyms. One user’s different pseudonyms are tied to his 
private key, but key generators never know about the private 
keys, and thus they are not able to link multiple pseudonyms 
belonging to the same user. Also, the whole attributes set is 
divided into N disjoint sets and managed by N attributes au-
thorities. In this setting, each authority knows only a part of 
any user’s attributes, which are not enough to figure out the 
user’s identity. However, the system projected by Chase et al. 
[6] considered the basic threshold-based KP-ABE, which lacks 
generality in the encryption policy expression. Many attribute 
based encryption systems having multiple authorities have 
been projected afterwards [7]–[10], but they either also employ 
a threshold-based ABE [7], or have a semi-honest central au-

thority [8]–[10], or cannot tolerate arbitrarily many users’ col-
lusion attack [7]. The work by Lewko et al. [11] and Muller et 
al. [12] are the most similar ones to ours in that they also tried 
to decentralize the central authority in the CP-ABE into multi-
ple ones. Lewko et al. use a LSSS matrix as an access structure, 
but their system only converts the AND, OR gates to the LSSS 
matrix, which limits their encryption policy to boolean formu-
la, while we inherit the flexibility of the access tree having 
threshold gates. Muller et al. also supports only Disjunctive 
Normal Form (DNF) in their encryption policy. Besides the 
fact that we can express arbitrarily general encryption policy, 
our system also tolerates the compromise attack towards at-
tributes authorities, which is not covered in many existing 
works. Recently, there also appeared traceable multi-authority 
ABE [13] and [14], which are on the opposite direction of ours. 
Those systems introduce accountability such that malicious 
users’ keys can be traced. On the other hand, similar direction 
as ours can be found in [15] [17], who try to hide encryption 
policy in the cipher texts, but their solutions do not prevent 
the attribute disclosure in the key generation phase. To some 
extent, these three works and ours complement each other in 
the sense that the combination of these two types protection 
will lead to a completely anonymous ABE. 
 

3 SYSTEM DESIGN 
 
Here the objective is to attain a multi-authority CP-ABE which 
attains the security defined and guarantees the confidentiality 
of Data Consumers’ identity information and tolerates com-
promise attacks on the authorities or the collusion attacks by 
the authorities. There are four types of entities:  A) N Attribute 
Authorities: Cloud Server, Data Owners and Data Consumers. 
A user can be a Data Owner and a Data Consumer concurrent-
ly. Authorities are supposed to have dominant computation 
capabilities, and they are managed by government offices for 
the reason that some attributes partly contain users’ individu-
ally identifiable information. The whole attribute set is divid-
ed into N disjoint sets and organized by each authority, there-
fore each authority is aware of only part of attributes.[6],[16] A 
Data Owner is the entity who wishes to outsource encrypted 
data file to the Cloud Servers. The Cloud Server, who is sup-
posed to have sufficient storage capacity, does nothing but 
store them. Newly merged Data Consumers request private 
keys from all of the authorities, and they do not know which 
attributes are organized by which authorities. When the Data 
Consumers appeal their private keys from the authorities, au-
thorities jointly create conforming private key and send it to 
them. All Data Consumers are capable to download any of the 
encrypted data files, but only those whose private keys satiate 
the privilege tree Tp can implement the operation associated 
with privilege p. The server is delegated to execute an opera-
tion p if and only if the user’s identifications are proved 
through the privilege tree Tp.[8] B. Threats Model: We sup-
pose that the Cloud Servers are semi-honest, who behave ac-
curately in most of time but may conspire with mischievous 
Data Consumers or Data Owners to return others’ file contents 
to gain illegal profits. But they are also presumed to gain legal 
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benefit when users’ requests are appropriately processed, 
which means they will follow the protocol in general. N au-
thorities are presumed to be un-trusted. That is, they will fol-
low our projected protocol in general, but try to [9] find out as 
much information as possible discretely. More precisely, we 
assume they are concerned in users’ attributes to achieve the 
identities, but they will not conspire with users or other au-
thorities. This conjecture is similar to many prior researches on 
security issue in cloud computing and it is also reasonable 
since these authorities will be audited by government offices. 
Nevertheless, we will further relax this assumption and allow 
the complicity between the authorities. Data Consumers are 
untrusted since they are random users comprising attackers. 
They may connive with other Data Consumers to illegally ac-
cess what they are not allowed to.[10] Besides, we do not con-
sider the identity leakage from the underlying network since 
this can be slightly prohibited by retaining anonymized net-
work protocols. The time complexity of the setup computation 
is O(N2) since every authority computes N − 1 pieces. This can 
be more reduced to O(N) by smearing the simple trick. We 
first group the authorities into C groups, and exchanges the 
parameters within the group only. Then, the time complexity 
is reduced to O(CN) = O(N) since C is a constant. 
 
 
3.1 KEY GENERATION 
 
This is executed by considering for each Tp, the algorithm first 
selects a polynomial qx for each node x in it. For each node x, 
sets the degree dx of the polynomial qx as one less than the 
threshold value kx . Starting from the root node Rp, the algo-
rithm arbitrarily picks sp ∈ Zp and sets qRp (0) := sp and arbitrar-
ily selects other coefficients for qRp . Then, for any other node 
x, the coefficients [11],[15]are chosen randomly and the con-
stant term is set as qparent (x)(index(x)) such that qx (0) = qparent 
(x)(index(x)) (index(x) is the index of the x’s child nodes, and 
parent (x) is node x’s parent node. Finally, picks a arbitrary 
element h ∈ Zp such that h−1 mod p exists, and calculates gh·s 
p, Dh−1, and the cipher text. 
 

 

 

4 PROPOSED SYSTEM: ACHIEVING FULL AN-

ONYMITY 

It is assumed that semi-honest authorities in AnonyControl 
and they will not conspire with each other. This is a essential 
supposition in AnonyControl because each authority is in con-
trol of a subset of the whole attributes set, and for the attrib-
utes that it is in charge of, it knows the exact information of 
the key requester. If the information from all authorities is col-
lected totally, the complete attribute set of the key requester is 
recovered and thus his identity is disclosed to the authorities. 
In this sense, AnonyControl is semi anonymous since partial 
identity information (represented as some attributes) is re-
leased to each authority, but we can achieve a full-anonymity 
and also permit the collusion of the authorities.[12] The key 
point of the identity information leakage we had in earlier 
system as well as every present attribute based encryption 
systems is that key generator (or attribute authorities in our 
system) issues attribute key based on the[13] stated attribute, 
and the generator has to know the user’s attribute to do so. We 
need to host a new technique to let key generators issue the 
correct attribute key without knowing what attributes the us-
ers have. A naive solution is to give all the attribute keys of all 
the attributes to the key requester and let him pick whatsoever 
he wants. By this procedure, the key generator does not know 
which attribute keys the key requester chosen, but we have to 
completely trust the key requester that he will not pick any 
attribute key not allowed to him. [14] 

 

5 PERFORMANCE EVALUATION 

It is presented here regarding the performance evaluation 
based on the assessment about executing prototype system of 
AnonyControl-F. This is the first implementation of a multi-
authority attribute based encryption system. This prototype 
system offers five command line tools.[12] 
(i)anonycontrol-setup: Jointly generates a public key and N 
master keys. 
(ii)anonycontrol-keygen: Generates a part of private key for 
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the attribute set it is responsible for. 
(iii)anonycontrol-enc: Encrypts a file under r privilege trees. 
(iv)anonycontrol-dec: Decrypts a file if possible. 
(v)anonycontrol-rec: Decrypts a file and re-encrypts it under 
different privilege trees.[17] 
This toolkit is based on the CP-ABE toolkit [4] which is availa-
ble online and the whole system is implemented on a Linux 
system with Intel i7 2nd Gen @ 2.7GHz and 2GB RAM. It is 
furthermore employed three similar works under the same 
condition for the comparison purpose. Particularly, it is set 
only one privilege for the file access, and measured the time to 
create one privilege tree and calculate its verification parame-
ter. In general, the computation overhead of is much higher 
than others because their system involves many more expo-
nentiations and bilinear mappings due to the accountability 
[15],[18]. The encryption/decryption under different file sizes 
did not show big differences when file sizes are large (≥20MB), 
because the run times are dominated by the symmetric en-
cryption (AES-256). Finally, only run times are plotted because 
the privilege creation is the Unique process in the system. 
 

Fig. 2. Experiment result on our implemented prototype sys-
tem. (a) Setup time. (b) Keygen time with different authorities’ 
#. 20 attributes per key. (c) Keygen time with different attrib-
utes #. 4 authorities. (d) Encryption and decryption time with 
different attributes number. File size is 100KB. (e) Encryption 
and decryption time with different file size. 20 attributes in T0. 
(f) Time to create a privilege tree and decrypt a verification 
parameter from it. 
 
6 CONCLUSION 
 
This paper proposes a semi anonymous attribute -based privi-
lege control scheme AnonyControl and a fully anonymous 
attribute based privilege control scheme AnonyControl F to 
address the user privacy problem in a cloud storage server. 
Using multiple authorities in the cloud computing system, our 
proposed schemes achieve not only fine-grained privilege con-
trol but also identity anonymity while conducting privilege 
control based on users’ identity information. More important-

ly, our system can tolerate up to N − 2 authority compromise, 
which is highly preferable especially in Internet 
-based cloud computing environment. We also conducted de-
tailed security and performance analysis which shows that 
Anony-Control both secure and efficient for cloud storage sys-
tem. The AnonyControl-F directly inherits the security of the 
AnonyControl and thus is equivalently secure as it, but extra 
communication overhead is incurred during the 1-out-of-n 
oblivious transfer.One of the promising future works is to in-
troduce the efficient user revocation mechanism on top of our 
anonymous ABE. Supporting user revocation is an important 
issue in the real application, and this is a great challenge in the 
application of ABE schemes. Making our schemes compatible 
with existing ABE schemes [39]–[41] who support efficient 
user revocation is one of our future works. 
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